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CAIRN (Cognitive Artifact Intelligence Research Network) is a research framework for
discovering and analysing malware that operationalises or exploits AI systems. It
identifies AI-integrated malware through embedded artefacts: prompts, API endpoints,
jailbreak strings.

Metadata-first. Binaries are analysed "entirely from metadata - no binary downloads or
execution required," combining rule-based detection, semantic clustering and
relationship graphing over extracted strings, sandbox behaviour and antivirus detection
labels.

Tracked fields. LLM provider endpoints; Python AI framework imports; AI analysis
evasion strings; local model inference indicators; agentic tooling syntax.

Stated limitation. "T1/T2 hits without genuine AI integration are common" - false
positives arise from PyInstaller bundles and certain framework structures.

CLOSEDQUORUM is named as the first confirmed family, "the first reported autonomous
AI C2 implant." Repository:
https://github.com/Cisco-Talos/Cognitive-Artifact-Intelligence-Research-Network
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